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GLOBAL RECRUITMENT AND EMPLOYMENT PRIVACY POLICY 
 
The Schreiber Foods Group ("Schreiber" or “Schreiber Group”) is a global group made up of 
various entities that operate all around the world. It is a customer-brand leader in cream 
cheese, natural cheese, processed cheese, beverages, and yogurt – including plant-based 
options. 

I. SCOPE 

This Global Recruitment and Employment Privacy Policy (this “Policy”) explains how Schreiber 
collects and uses personal data during Schreiber’s recruitment and selection processes, and 
employment contractual relationships. Particularly, Schreiber collects information on 
individuals who have applied for employment, and on those who are currently or were formerly 
a part of our workforce, such as employees, officers and directors, interns, contractors, and 
other individuals who perform or have worked for Schreiber or have performed work under 
commission for Schreiber, whether employed by Schreiber or not, as well as their dependents, 
beneficiaries, and emergency contacts. 

II. LEGAL FRAMEWORK  
 
While this Policy is global in nature, its objective is to comply with local requirements in each 
country where applicants and employees are located, thus, where this policy conflicts with local 
requirements, those laws will take precedence.  

The Supplements of this Policy include additional applicable requirements for each country 
where Schreiber operates, including compliance with the GDPR for European Schreiber 
entities. 

III. GENERAL TERMS 
 
1. The Data Controller 
 
The data controller will be, in each case, the Schreiber entity that is processing the personal 
data in the employment or recruitment context, as indicated in each of the Supplements of this 
Policy ("We", "Schreiber", or "Data Controller").  
 
2. Collected Data 
 
For the purposes of this Policy, the Data Subjects of this Policy will be understood as the 
applicants for job positions posted by Schreiber and the employees currently or formerly 
employed by Schreiber, which will compromise of the following: 
  

2.1. Applicants’ data 

Schreiber may collect and or treat the following information when necessary and legally 
allowed to by local law ("Personal Data"): 

- Contact Information: address, phone number and e-mail address. 

- Personal information: name and surname, citizenship, ID, signature, date and place 
of birth.  

- Professional information: skills, job history (including position history, title history, 
current and past outside business interests and directorships, effective dates and past 
pay groups), education history and qualifications, worker history and any other 
information included in their CV. 

- Interview data: Personal data collected from interviews and outcomes of any 
recruiting exercises completed with the candidate, including personality/reasoning 
ability tests and, for certain roles, recordings of presentational based interviews. 
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- Travel data: Personal data we process if Schreiber is arranging travel for on-site 
interviews, such as passport information. 

- Immigration and Visa information: Information related to their immigration status 
and visa requirements. 

- Background check data: Information received from internal and external reference 
and background checks, including criminal records at offer stage only. 

- Any other information they provide to us that would contribute to the identification of 
themselves as a natural person. 

In addition to the collection, processing and use of Applicant Data, Schreiber may collect, 
process and use, in some cases and always when necessary and legally allowed to, the 
following special categories of data (hereinafter, "Sensitive Applicant Data"):  

- Information concerning disabilities: including the degree of disability; 

- Voluntary Sensitive information: gender identity, ethnicity, and demographic data. 
This information will only be used to evaluate and improve Schreiber´s diversity and 
belonging efforts on an aggregate level.  In the context of recruitment, it will be 
processed separately from the application and, whether the applicant chooses to 
answer, it will not affect their job application.; and 

- Psychometric data: such as the obtained from psychometric tests that may be 
involved in the recruitment process. 

2.2. Employees’ Data 

Schreiber may collect and treat the following information when necessary and legally allowed 
to by local law ("Personal Data"):  

• Identifying data: name and surname, signature, employee ID or staff, professional 
email, business address, business phone, nationality, identification number or 
passport information on driver's license number, social security, insurance information 
health and pension and tax identification number; 

• Personal information: date and place of birth, gender, descent data, contact details 
in case of emergency of relatives and partners; 

• Professional information: office, position, range, type of employee, management 
level, type of day (full or split time and percentage), weekly working hours default, 
information on hours worked, center work, division, department, job level, responsible 
(name and identification), roles supporting start and termination reference to contract 
status, employment history (including posts, positions and interests and management 
positions present historical and past, effective dates and previous wage groups), 
educational background and qualifications, work history (including file-record changes 
in databases HR) and reasons for termination; 

• Background check data: information obtained from checking credit information 
systems; 

• Information about salary and benefits of the employee: information about their 
base salary, their bonus and commission, amounts and percentages of increases, 
benefits, insurance benefits (including information about them and their descendants 
that we provide the insurance, pension plans, identification number tax, bank account 
details and payment dates, purchase personal data, information on accrued wages, 
wage group and information on pensions; 

• Information on remuneration in the form of equity instruments: shares or units of 
management positions, data on all restricted stock units or other rights to shares 
awarded, canceled, exercised, acquired not acquired or outstanding in their favor; 
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• Time monitoring information, phone calls and access to systems or buildings: 
access by card, data on Internet use, e-mail and telephone, mobile content, email and 
chat and similar data, data recording calls and conference calls; 

• Performance and disciplinary information: performance reviews, evaluations and 
qualifications, information on disciplinary charges, disciplinary proceedings and any 
warning, complaint data and any results;  

• Organizational data: identifiers for computer systems and access credentials, details 
of companies, localization cost centers, organizations. 

In addition to the collection, processing and use of employee data, Schreiber collects, 
processes and uses the following special categories of personal data with the utmost care and 
only in some cases when necessary and legally allowed to by local regulations, ("Sensitive 
Employee Data"): 

• Medical and health data, such as the number of days off, information on accidents for 
purposes of insurance, risk prevention and compliance with legal obligations (such as 
reporting obligations), information on disabilities in order to accommodate the 
workplace and compliance legal obligations, information on maternity leave for 
personal planning and compliance with legal obligations. 

• Biometrics provided that they allow the unambiguous identification of confirming a 
person such as fingerprints, facial images (video surveillance), or dactyloscopy data. 

• Background Check Data: such as information on criminal records and information 
obtained from checking credit information systems. 

• Other sensitive information: such as disability information for compliance with 
applicable legal obligations or trade union membership for tax purposes.  

Should an applicant or employee provide Schreiber any personal data of third parties, such as 
data from relatives or from their partner, it is understood they agree to comply with the 
obligation to inform or, where appropriate, obtain their express consent to do so before 
providing such data to Schreiber, under the terms of this notice. 

3. Purpose of the data collection 

The above-mentioned Personal Data is necessary for the selection process and/or managing 
the employment contract and fulfilling Schreiber’s obligations as an employer. In this sense, 
we will treat the Data Subject´s data to the extent permitted or required by applicable law for 
the following purposes: 

a) Applicants’ data 

▪ To assess qualifications, suitability, and eligibility for a position as an employee or 
contractor, and the terms of any offer; 

▪ To enter into a contract or employment relation with the applicant (if they have made 
an offer) and to make working arrangements such as place of work and working hours; 

▪ To contact references or other individuals who may provide information to Schreiber 
about their employment history or fitness for employment or contract work with us, as 
permitted by law; 

▪ For financial planning and budgeting; 

▪ To contact the applicant in case more information is needed to make a decision; 

▪ To provide the applicant information about their offer, contract, or terms of 
employment to third parties in connection with transactions, such as a prospective 
purchaser, seller, or outsourcer; 
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▪ To conduct diversity and equal opportunity initiatives as permitted and/or requested 
by law (except in the Czech Republic, where we data regarding gender and ethnicity 
will not be asked); 

▪ To make staffing decisions; and 

▪ To evaluate and improve the recruitment process. 

b) Employees’ Data 

▪ Manage and provide the employees’ remuneration, including managing and 
providing their salary bonus and other incentives that may apply; 

▪ Manage and provide benefits that are applicable and other work-related pensions, 
including notification of rights to obtain and use certain benefits; 

▪ Manage staff, including managing work activities, providing performance evaluations 
and promotions, developing and maintaining organizational charts, matrix 
management, team management and templates of the entity and entities belonging 
to the group management professional travel, to carry out activities talent 
management and career development, management and approval of permits, provide 
references and manage ethics and compliance trainings; 

▪ Comply with applicable laws and requirements relating to employment and manage 
such requirements as may be Income Tax for Individuals, deductions for social security 
and labor law or immigration; 

▪ Ensure compliance with Company procedures that may apply, including internal 
reporting systems, physics, computer and network security, and internal investigations; 

▪ Contact an employee, other employees within the group and/or third parties (such as 
potential or existing business partners, suppliers, customers, end users or agents of 
the authorities for lawful and compulsory communication); 

▪ Communicate with employee-designated contacts in case of emergency; 

▪ Respond to requests and requirements of regulators or other authorities within or 
outside their country; 

▪ Fraud prevention activities and safety, as may be preventing fraud, misuse of computer 
systems, or bleaching, physical security, computer security and network or internal 
investigations according to the IT Schreiber policies; 

▪ Compliance and corporate financial responsibilities, including internal or external 
audits and analysis, cost control and budgeting; 

▪ Control obligations of employees, including evaluation of work performance, to the 
extent permitted by applicable law; and 

▪ To develop Diversity, Equity & Inclusion (“DEI”) Programs, and to plan ad hoc activities 
in benefit of the employees and share anonymized information internally. 

4. Legal basis 

Schreiber treats personal data to the extent permitted by applicable law for a variety of 
legitimate business purposes, all exclusively in connection to the recruitment process and with 
employment relations. 

Schreiber collects and processes Personal Data under the lawful ground of the consent of the 
Data Subject, where consent is freely given, specific, informed and unambiguous. Additionally, 
Schreiber may process Personal Data when one of the following applies: 
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i. processing is necessary for the performance of a contract where the Data Subject is 
party or in order to take steps at the request of the Data Subject prior to entering into 
a contract; 

ii. processing is necessary for compliance with a legal obligation to which the controller 
is subject (such as the regulation on social security or tax); 

iii. processing is necessary in order to protect the vital interests of the Data Subject or of 
another natural person; 

iv. processing is necessary for the performance of a task carried out in the public interest 
or in the exercise of official authority vested in the controller; and 

v. processing is necessary for the purposes of the legitimate interests pursued by the 
controller or by a third party, except where such interests are overridden by the 
interests or fundamental rights and freedoms of the Data Subject which require 
protection of personal data, in particular where the Data Subject is a child. 

For the processing of Sensitive Data, which may include information on gender and ethnicity, 
Schreiber will require the Data Subjects´ explicit consent to process it and it will be used: 

i. Compliance with legal obligations; 
ii. For equality and diversity purposes; 

iii. For the fulfillment of obligations and for the exercise of specific rights in the field of 
labor law, taxes, social security and social protection; and 

iv. For preventive or occupational medicine purposes. 

The legal basis will depend on the local laws of the country where the applicable Schreiber 
entity is located, where the candidate is applying to or the employee is working for,. Please, 
go to the Supplements at the end of this Policy for further information. 

5. Data sources 

Schreiber gathers candidate data via application forms in Workday, but also from the interview 
and any form of communication during the recruitment process. Even if a job posting is 
advertised through third-party platforms, their Personal Data will only be collected by 
Schreiber through the Workday platform and their data will be protected by Schreiber. 

If the applicant becomes an employee, the applicant data will be stored as employee data, as 
well as any other information required by Schreiber to execute their employment contract via 
email or Workday forms. 

Moreover, Schreiber may also obtain their personal information from third parties such as 
former employers, employment agencies, credit reference agencies, or other background 
check providers, service providers and references. 

6. Storage of data 

Schreiber stores Personal Data in Workday, One Drive, and hard copies. Only hiring managers 
or hiring team members will have access to Applicant Data, so they can contact those 
candidates. Moreover, only HR managers will have access to Employee Data. 

7. Security measures 

Schreiber uses organizational, technical, and administrative measures designed to protect and 
manage personal information securely. 

In the event of a security breach, the Data Controller will notify the relevant national authority 
and the persons whose data has been compromised within the timeframe applicable by local 
law.  

A security breach of personal data includes any unauthorized: 

• loss or destruction of personal data; 
• theft, loss or copying of personal data; 
• use, access or processing of personal data; or 
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• damage or alteration of personal data. 

The affected Data Subject may notify Schreiber through the DPO email 
dpo@schreiberfoods.com. 

8. Data transfers 

8.1. Recipients 

Schreiber is a global group made up of various entities; to ensure that the purposes of the data 
processing can be performed, personal information of applicants or employees may be shared 
with the entities within the Group network included in the Supplements. If Schreiber shares 
data in this way, the categories of individuals who have access to personal information will be 
limited. 

Schreiber may transfer applicant or employee data to other entities of the Schreiber Group for 
the pursuit of legitimate interests of the Company for internal management purposes, as well 
as for relocation of employees, as can be to facilitate internal communication and management 
tasks to other group entities, administration and human resource planning at group level 
(including template, estate planning, forecasting and budgeting, investment decisions, 
training management and performance, etc.) and to be able to meet the employment 
relationship within our global structure (i.e. to facilitate global cooperation and movement of 
employees within the group). 

Additionally, Schreiber may transfer Personal Data to the following third parties: 

• Schreiber may transfer Personal Data to government agencies and public and 
regulatory entities (e.g. tax authorities), institutions of social security, courts, and 
public authorities, all in accordance with the applicable law. 

• Schreiber may also share Personal Data with service providers and contractors, (such 
as Workday) or external advisors (e.g., legal advisors, lawyers, auditors), who perform 
services on the company´s behalf or that are necessary for business purposes and act 
as data processors on the company´s behalf. As part of normal operations, Schreiber 
contracts with third party service providers or other group entities to carry out certain 
global HR management activities (i.e., global directory, global benefits, global 
recruitment), IT related tasks (i.e., for maintenance of secure global systems and 
networks) or who provide advisory services. 

The information of Schreiber recruitment database is not used for marketing purposes. 

In order for Schreiber to share any of the applicants’ and employees’ personal information for 
reasons not described in this notice, Schreiber shall inform them beforehand, with reasonable 
notice, so they can exercise their Data Subject rights set out in Section 10. 

8.2. International transfers 

In connection with Schreiber’s business and for applicant, employment, administrative, 
management, and legal purposes, Schreiber where necessary may transfer Personal Data 
across country borders in accordance with the applicable law. Such transfers include members 
of our group of entities and third-party service providers, including other jurisdictions in which 
Schreiber is established. For example, some of the systems that Schreiber uses in connection 
with its business (such as Workday) are hosted in the US. Schreiber will ensure that any transfer 
is lawful, including putting in place legal safeguards and ensuring that there are appropriate 
security arrangements. 

In the case of transfers of personal data from the European Union (“EU”) to destinations outside 
the European Economic Area (“EEA”), they will only be made on the basis of appropriate 
safeguards and in accordance with the applicable data protection laws, thus ensuring that 
Personal Data will be protected to the level which applies in the EU/EEA. In general, we achieve 
this by using EU Standard Contractual Clauses, which may be found at the European 
Commission's website at Standard contractual clauses for international transfers.  

mailto:dpo@schreiberfoods.com
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In case of transfers of personal data from other non- European entities Schreiber will only 
transfer to countries with an adequate level of protection of personal data, where there are 
adequate guarantees of compliance with the principles and rights of Data Subject. 

Schreiber takes steps to establish that all recipients will provide an adequate level of data 
protection and that appropriate technical and organizational security measures are in place to 
protect Personal Data against accidental or unlawful destruction, loss or alteration, 
unauthorized disclosure or access, and against all other unlawful forms of processing. 

When it is required by local law to process Sensitive Applicant Data, this information will only 
be transferred outside of the country of origin if permitted by applicable law. 

9. Data retention periods 

Schreiber will keep personal data as necessary or permitted by applicable local laws. After that, 
Schreiber will remove personal information from their systems and records and/or take the 
necessary steps to properly anonymize so that they cannot log in again.  

If an application leads to an employment contract, relevant information Schreiber collects 
about the applicant during the hiring process will become a part of their employment record 
and retained in accordance with both: Schreiber´s privacy policies for employee data and the 
applicable laws. 

The conservation periods of Personal Data in each country will mostly depend on the necessity 
for the establishment, exercise and defense of any claims as permitted by applicable law. 
Schreiber may also keep non-successful applicant data after the recruitment process is finished 
if they provide consent to store them for future recruitment processes.  

The retention periods are the ones permitted by the national laws of each country, they are 
included in Schreiber's Data Retention Policy and in this Policy’s Supplements. 

Once the retention period is over, records that contain personal information and sensitive 
information as outlined above shall be destroyed in such a manner that information cannot be 
reconstructed or retrieved. Paper documents shall be shredded. 

Electronic files shall be permanently and thoroughly deleted from all online and offline storage 
media using existing digital shredding techniques to prevent data reconstruction. If detailed 
historical transactions are to be retained, all personally identifiable data (name, home address, 
home telephone number) will be destroyed. 

10. Rights of the Data Subject 

Schreiber recognizes a number of rights in relation to the applicants’ and employees’ personal 
data. The exercise of these rights may be limited1 by the legislation of national data protection 
as applicable: 

- Right of access: right to obtain information about the personal data processed 
concerning themselves, including the categories of personal data processed, the 
purpose of the processing and the recipients or categories of recipients. The requester 
will receive a response in a maximum time of 1 month and will be provided with an 
electronic copy of their Personal Data. 

- Right of rectification: right to request corrections to any inaccuracies. Schreiber shall 
provide a response in a maximum time of 1 month and provide a free, electronic copy 
of their personal data. 

 
1 In certain jurisdictions where Schreiber operates, the exercise of the listed rights may be subject to limitations. For 
instance, some of these limitations could arise from i) applicable law preventing their exercise, ii) potential harm or 
infringement on the rights of others, iii) when it would obstruct legal proceedings or the functions of authorities, iv) 
when the processing of personal data is necessary to fulfill legally acquired obligations by the Data Subject, among 
other considerations. 
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- Right of withdrawal (“right to be forgotten”): right to request the deletion of their 
personal data and stoppage its processing. Every piece of information regarding their 
person will be deleted after 1 month of receiving the request. Nonetheless, Schreiber 
may need to keep some personal data; and if we do, we will need to explain why. 

- Right to restriction of processing: right to restrict the processing of their personal 
data so that it can only be processed with their consent, except: 

o for the establishment, exercise or defense of legal claims; 

o for the protection of the rights of another natural or legal person; and  

o for reasons of important public interest of the Union or of a Member State.  

- Right of portability: right to receive personal data concerning themselves, which they 
have provided to Schreiber, in a structured, commonly used and machine-readable 
format, so that they may transmit their data to another entity. They also have the right 
to request transmission of their personal data from one controller to another through 
the company. 

- Right of opposition: to object, on grounds relating to their particular situation, at any 
time to processing of personal data. The controller shall no longer process the Data 
Subject personal data unless they demonstrate compelling legitimate grounds for the 
processing which override their interests, rights and freedoms as Data Subject or for 
the establishment, exercise or defense of legal claims. 

- Rights relating to automated decision making: to not be subject to a decision based 
solely on automated processing. Schreiber does not make automated decisions in 
relation to recruitment. 

In case the Data Subject exercises any of the abovementioned rights, Schreiber will comply to 
their request according to its Data Subjects´ Rights Policy. In the case the Data Subject is 
deceased, their rights may be exercised by a person appointed by them or, in the absence of 
an appointed person, by the Data Subject's successors.  

11. Data Protection Officer 

As in some jurisdictions where Schreiber operates, a Data Protection Officer is registered 
before local governmental authorities, if a Data Subject wants to exercise any of the 
abovementioned rights, has any complaints, inquiries or further questions, they may contact 
the Data Protection Officer (DPO) of the company through the email address: 
dpo@schreiberfoods.com, unless otherwise stated in the specific Supplement of the applicable 
country. 

11.1. Functions of the Data Protection Officer 

The primary role of a Data Privacy Officer (“DPO”) and its equivalent in other jurisdictions, is to 
ensure personal information of staff, customers, providers or any other individual in relation 
with the company are processed in accordance with data protection regulations in each 
country where Schreiber is based. In order to ensure this compliance it shall: 

▪ Ensure that controllers and Data Subjects are informed about their data protection 
rights, obligations and responsibilities and to advise and raise awareness about them; 

▪ Give advice and recommendations to every Schreiber entity about the interpretation 
or application of the data protection rules, including the assignment of responsibilities, 
awareness-raising and training of staff involved in processing operations, and the 
related audits; 

▪ To provide advice where requested as regards the data protection impact assessment 
and monitor its performance;  

▪ Ensure data protection compliance within Schreiber and help it to be accountable in 
this respect; 

mailto:dpo@schreiberfoods.com
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▪ Handle queries or complaints on request by partners, the controller, other person(s), 
or on its own initiative; 

▪ Cooperate with national and local data protection authorities; and 

▪ To act as the contact point for the data protection authorities on issues relating to 
processing, including prior consultation, and to consult, where appropriate, with 
regard to any other matter. 
 

12. Changes to this data protection policy 

Schreiber reserves the right to adapt or modify this Policy to at any time to reflect current data 
processing activities, complying at all times with the applicable laws. In case of any changes 
made, Schreiber will communicate such changes to the Data Subject either through the email 
provided for the treatment of its Personal Data or through a notification to the specified 
domicile. 

 

SINGAPORE 
 
If Data Subjects provide personal data as part of a recruitment process in Singapore, the 
following additional information applies. 

The legal basis of Singapore for data storage and protection is the Personal Data Protection 
Act of 2012 (No. 26 of 2012), amended by the Personal Data Protection (Amendment) Act 
2020. 

The national data protection authority is Personal Data Protection Commission [Personal Data 
Protection Commission Singapore | PDPC] 

The Data Controller in Singapore is: Address: 

Schreiber Foods Asia Pte. Ltd 8 Marina Boulevard, Marina Bay Financial 
Centre, Singapore (0189981) 

In addition: 

1. In case of a data breach, Schreiber must notify the Commission as soon as practicable and 
in any case no later than three calendar days after the day the organization makes the above  

assessment of a notifiable data breach. If the data breach results in, or is likely to result in, 
significant harm to the affected individual(s), an organization must also notify each affected 
individual in any manner that is reasonable in the circumstances. 

2. When the Commission receives a complaint, it will first determine if the complaint involves 
the collection, use or disclosure of personal data. Afterwards, the Commission may be of the 
opinion that the complaint by an individual against an organization is more appropriately 
resolved by mediation, and may, under section 48G(1) of the PDPA, without the consent of the 
complainant and the organization, refer the matter to mediation under a dispute resolution 
scheme. 

3. The maximum amount of time the Personal Data of an applicant can be kept is 2 years for 
consideration of future job opportunities (where applicable) from the date of submission of 
application. 

https://www.pdpc.gov.sg/
https://www.pdpc.gov.sg/
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The maximum amount of time the personal data of an employee can be kept is 2 years after 
the termination of the contract. 

4. In the event of a security breach, the Data Controller will notify the relevant national authority 
and the persons whose data has been compromised within 72 hours. 


